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Abstract. As cloud-native computing establishes itself as the operational backbone of modern 
enterprises, Kubernetes (K8s) has emerged as the unchallenged industry standard for container 
orchestration. However, its complex architectural framework and extensive API interface expose an 
expanded attack surface, making it a critical focus in cybersecurity research. This paper presents a 
systematic review of Kubernetes in cybersecurity, focusing on vulnerabilities, real-world incident 
statistics,  and  defensive  strategies  published  between  2020  and  2025.  We  explore  structural 
components—including the control plane, worker nodes, and the API gateway—and evaluate how 
minor misconfigurations propagate into full cluster compromises via chained escape attacks. This 
study contrasts native Role-Based Access Control (RBAC) with emerging fine-grained mitigation 
frameworks like KubeFence, automated scheduling constraints, and policy-as-code engines. Finally, 
empirical security statistics from recent threat reports are analyzed to deliver a structured, defense-
in-depth matrix essential for cloud security architects safeguarding multi-tenant containerized 
environments.

Keywords:  Kubernetes  Security,  Cloud-Native  Cybersecurity,  Container  Escape,  API  
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Introduction
The  swift  migration  toward  microservices  architectures  and  cloud-native  topologies  has 

fundamentally re-engineered the paradigm of modern software deployment. Within this landscape, 
Kubernetes (K8s) has become the primary infrastructure layer responsible for automating the 
deployment,  scaling,  and  maintenance  of  containerized  workloads  [1].  Despite  its  immense 
orchestration  advantages,  the  native  Kubernetes  platform  is  not  secure  by  default.  Its  core 
architecture relies  on an intricate,  distributed ecosystem of  components  that  exchange highly 
privileged tokens, generating a sophisticated matrix of potential configuration defects and soft 
boundaries [2].

Traditional  enterprise  security  models—which  depend  on  network  perimeters,  static 
firewalls, and periodic point-in-time scanning—are fundamentally unsuited for the ephemeral, 
high-velocity nature of containerized environments [3]. In a Kubernetes cluster, microservices are 
dynamically scheduled, scale up or down within seconds, and share the host operating system's 
underlying kernel. This shared execution context introduces severe single-vector and chained risks; 
if a single container runtime or kernel subsystem is compromised, an attacker can break through 
logical isolation walls to execute a container escape, seizing the host node and pivoting laterally 
across the entire control plane [4].

Recent cybersecurity threat telemetry indicates that the vulnerability surface of cloud-native 
infrastructure is scaling exponentially. Empirical studies from 2024 and 2025 demonstrate that an 
overwhelming  majority  of  enterprises  running  Kubernetes  have  experienced  severe  security 
incidents, often resulting in commercial disruption, unauthorized resource exploitation (such as 
cryptojacking), or data exfiltration [5], [6]. This article explores Kubernetes through a cybersecurity 
lens. By reviewing academic and industry research from 2020 to 2025, we dissect the K8s attack 
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surface,  compare contemporary defensive methodologies,  and present an actionable hardening 
framework tailored to mitigate complex, multi-vector threats.

Kubernetes Architectural Attack Surface
To establish a rigorous defensive posture, security analysts must decompose the Kubernetes 

architecture into its distinct operational layers. The system is structurally split into the control 
plane (the cluster's brain) and worker nodes (executing the actual application workloads). The 
primary interface for all administration, tooling, and internal communication is the Kubernetes API 
Server. This server handles RESTful requests, performs authentication and authorization via Role-
Based Access Control (RBAC), and updates the cluster state stored within the etcd distributed key-
value store [2].

Figure 1: Core Architectural Components and Data Flow in Kubernetes.
Because the API server provides wide convenience and feature-rich specifications, its broad 

interface  represents  a  significant  target  [1].  Attackers  routinely  exploit  weaknesses  through 
"chained attack models," wherein an initial low-severity application exploit escalates into cluster-
wide root compromise [4]. Consider a common vector: an attacker compromises a vulnerable web 
application running inside a standard, unhardened pod. Since containers share the host Linux 
kernel's namespaces and cgroups, the attacker can leverage flaws within kernel subsystems—such 
as the eBPF subsystem or container runtimes—to perform a container escape [4].

Once on the host node, the adversary extracts locally cached service account tokens or accesses 
insecurely shared persistent volumes. By passing these stolen tokens back into the K8s API server, 
they exploit over-privileged RBAC configurations to move laterally across the cluster, deploying 
unauthorized workloads like botnets or distributed cryptojacking operations, or compromising co-
located tenant data [1], [4].

Vulnerability and Incident Statistics
The urgency of hardening Kubernetes environments is underscored by industry telemetry. 

According to the 2024 Red Hat State of Kubernetes Security Report, a staggering 90% of surveyed 
organizations experienced at least one container- or Kubernetes-related security incident over the 
preceding 12 months, with 46% reporting subsequent losses in customer trust or revenue [5].

Table 1: Key kubernetes cybersecurity vulnerabilities and incidents
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Vulnerability 
Type / ID

Primary Root Cause Impact on Cluster 
Infrastructure

Source Context

Cross-Namespace 
Operator Flaws

Scope mismatch 
between operator 

custom resource logic 
and namespace 

declarations.

Privilege escalation; 
complete bypass of 
multi-tenant logical 

barriers.

Chen et al. (2025) [7]

Container Escape 
Vectors (eBPF / 

Runtimes)

Shared host kernel 
vulnerabilities and 
un-isolated kernel 

subsystems.

Breakout from 
container boundary 

to full host OS 
command execution.

IEEE Chained Attack 
Model (2025) [4]

API Request 
Misconfiguration

Coarse-grained RBAC 
permissions allowing 

unnecessary 
specification 

attributes.

Lateral movement, 
unauthorized 

cryptojacking, host 
resource hijacking.

Cesarano & Natella 
(2025) [1]

Manifest 
Configuration Drift

Inconsistent, 
handwritten YAML 

deployment 
specifications by 

developers.

Over-privileged pods 
running as root with 
host network access.

Rahman et al. / MDPI 
(2024) [2]

Furthermore, broader security metrics indicate an overall surge in CVE disclosures across 
enterprise infrastructure. Projections for 2025 indicate that the total number of yearly reported 
CVEs will reach 50,000, with over 38% categorized as High or Critical (CVSS score > 7.0) [8]. This 
massive volume creates an intense operational backlog for security operation centers, highlighting 
why  manual  configuration  validation  is  obsolete  and  must  be  replaced  by  automated,  inline 
protection mechanisms.

Defensive Methods And Comparative Evaluation
To defend the Kubernetes ecosystem against chained threats, researchers and practitioners 

have formulated several  distinct  methodologies.  Historically,  Native Role-Based Access Control 
(RBAC) served as the primary line of defense. RBAC restricts user and service account actions based 
on discrete verbs applied to specific API resources (e.g., preventing a service account from creating 
pods) [1].  However,  RBAC operates on a coarse-grained level;  it  cannot inspect  or restrict  the 
internal  configuration attributes  or  fields  within an incoming API payload.  Consequently,  if  a 
service account has authorized access to build a pod, RBAC cannot prevent it  from defining a 
malicious specification that mounts sensitive host paths [1].

To address this limitation, Cesarano and Natella engineered KubeFence, a fine-grained API 
hardening  framework.  KubeFence  performs  automated,  static  analysis  of  trusted  deployment 
manifests and operator files to construct tight, context-aware profiles. It dynamically intercepts and 
filters specific payload fields within the API request stream, achieving an average 35% reduction in 
the total available attack surface relative to pure RBAC [1]. While introducing a modest execution 
overhead of approximately 50 milliseconds per cluster management operation, it effectively blocks 
known CVE exploits and unauthorized payload injections [1].

Concurrently,  research has focused on physical  and logical  workload isolation.  In native 
clusters, the placement of workloads across physical nodes is handled via manually declared node 
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selectors, affinity constraints, and topology spread rules embedded directly in pod manifests [5]. If a 
developer fails to include these rules, a low-security public-facing application might be co-located 
on the same physical server as an internal data-processing engine containing sensitive records, 
introducing critical  cross-tenant escape hazards.  To eradicate human error,  automated policy-
enforcement frameworks have been designed to automatically inject scheduling constraints at the 
cluster level [5]. This architecture guarantees that workloads with incompatible security profiles 
are  isolated  onto  distinct  physical  nodes,  enforcing  compliance  without  relying  on  manual 
engineering interventions.

Table 2: Comparative evaluation of kubernetes cybersecurity defensive methodologies
Defensive 

Methodology
Primary 

Mechanism
Key Security 

Strengths
Operational Trade-
offs & Constraints

Native Role-Based 
Access Control 

(RBAC)

Verbs and resource-
level access 

restriction policies.

Native 
implementation, zero 
operational latency 

overhead.

Coarse-grained; 
incapable of 

inspecting specific 
fields inside API 

payloads [1].
KubeFence 
Framework

Dynamic, deep API 
filtering tailored to 
workload profiles.

Reduces API attack 
surface by 35%; 

neutralizes attribute-
level exploits [1].

Introduces a ~50ms 
management latency 

overhead (~21% 
increase)

Automated 
Scheduling 

Enforcement

Cluster-level injection 
of node affinity and 

topology rules.

Eliminates developer 
manual configuration 

error; strict multi-
tenant isolation

Can reduce cluster 
resource allocation 

efficiency and 
increase cloud 

infrastructure costs
Policy-as-Code 

Engines (Kyverno / 
OPA)

Validating and 
mutating admission 
webhooks based on 

declarative rules.

Blocks non-compliant 
manifest deployments 

before they enter 
cluster state [2].

Requires dedicated 
policy engineering 
expertise; risk of 

blocking legitimate 
deployments.

Conclusion
Kubernetes has permanently altered the landscape of modern enterprise software delivery, 

yet  its  extensive functionality  presents  complex cybersecurity  challenges.  As  demonstrated by 
academic research from 2020 to 2025, security in containerized orchestrators cannot be treated as 
an operational afterthought. Pervasive manifest misconfigurations, the rise of chained container 
escape  tactics,  and  scope  flaws  within  custom operators  threaten  multi-tenant  environments, 
leaving traditional endpoint security frameworks largely ineffective.

Mitigating these dynamic threats requires transitioning from native, coarse-grained access 
control to an automated, deep defense-in-depth framework. Implementing advanced paradigms 
such as fine-grained API attribute filtering (e.g., KubeFence), automated cluster-wide scheduling 
isolation, and continuous Policy-as-Code admission webhooks can significantly reduce the cloud-
native attack surface.  
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