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Annotatsiya. Mazkur maqolada zamonaviy kiberxavfsizlik tahdidlari qatoriga kiruvchi
phishing va spear-phishing hujumlari chuqur tahlil gilinadi. Ushbu hujum turlarining ishlash
prinsiplari, oziga xos xususiyatlari hamda ular orqali amalga oshiriladigan firibgarlik usullari
yoritilgan. Shuningdek, phishing va spear-phishing o‘rtasidagi asosiy farqlar, ularning
foydalanuvchilar va tashkilotlar uchun tug‘diradigan xavflari misollar asosida ochib berilgan.
Maqolada ushbu tahdidlardan himoyalanishning samarali usullari, jumladan, axborot
xavfsizligi madaniyatini oshirish va texnik choralarni qo‘llash bo‘yicha tavsiyalar berilgan.
Kalit so‘zlar: phishing, spear-phishing, kiberxavfsizlik, ijtimoiy muhandislik, axborot
xavfsizligi, firibgarlik, internet xavfsizligi, ma’lumotlarni himoyalash, kiberhujumlar.
Abstract
This article provides an in-depth analysis of phishing and spear-phishing attacks, which
are among the most prevalent modern cybersecurity threats. The working principles,
distinctive characteristics, and fraudulent methods employed through these attacks are
explored. Furthermore, the fundamental differences between phishing and spear-phishing, as
well as the risks they pose to individuals and organizations, are illustrated through specific
examples. The article offers recommendations on effective protection strategies against these
threats, including fostering an information security culture and implementing technical
countermeasures.
Keywords: phishing, spear-phishing, cybersecurity, social engineering, information
security, fraud, internet security, data protection, cyberattacks.
AHHOTaAIMS
B naHHOM cTaThbe NPOBOAUTCS IJIyOOKHWHM aHA/IM3 aTakK TUMA QUIIUHT U COUP-UILHHT,
KOTOpBbI€e BXOAAT B UMCJI0 COBPEMEHHBIX YyTp0o3 KubepbesonacHoCTU. OCBeLal0TCs MPUHIUIIBI
paboThl, OTJUYUTENbHbIE OCOGEHHOCTH U METOJbl MOIIEHHHUYECTBA, OCYLIECTBJIIEMbIE C
MOMOIIbIO JAHHBIX BHU/I0B aTak. Takke Ha MpUMepax pacKpbIThl OCHOBHbIE PA3JIUYUs MEXIY
$UIIMHIOM M CcnUp-QUIIMHIOM, a TaKXKe PHCKH, KOTOpble OHU NpeJCTaBJSIT JJIs
noJib30BaTeJiell U opraHy3anuil. B ctaTbe JJaHbl peKkoMeHaluu 1o 3¢ PeKTUBHBIM MeTO/jaM
3alMThI OT 3TUX YIPO3, BKJIOYasl MOBbILIEHHE KYJAbTYpbl UHGOPMaLLMOHHON 6€30MaCHOCTH U
NpUMeHEeHHe TEXHUUECKHX Mep.

47


mailto:behzodbekqahramonovich@gmail.com
mailto:mohina.rahmonaliyeva@icloud.com

INNOVATIVE
ACADENY ILMIY-AMALIY KONFERENSIYASI

in-academy.uz/index.php/si

‘ ‘ ‘ “ILM-FAN VA INNOVATSIYA” RESPUBLIKA

KiwuyeBble c0oBa: JQUIIMHT, cnup-QUIIMHT, KUOGep6e30MacHOCTb, COIljhaJibHas
MHXXeHepusi, UHQOpMaLlMOHHAs 6e30MacHOCTb, MOILIEHHUYeCTBO, UHTEPHET-6e30MacHOCTb,
3alllMTa JAaHHbIX, KUOepaTaKH.

Adabiyotlar tahlili va metodologiya

Phishing va spear-phishing hujumlari zamonaviy kiberxavfsizlikdagi eng keng tarqalgan
tahdidlardan biri hisoblanadi. Verizon tomonidan e’lon qilingan Data Breach Investigations
Report (2022) ga ko'ra, ko‘plab kiberhujumlar aynan phishing orqali boshlanadi. Shu bilan
birga, Proofpoint (2023) hisobotida spear-phishing hujumlarining yuqori samaradorligi
ularning maqsadli va shaxsiylashtirilgan xususiyati bilan izohlanadi. Anti-Phishing Working
Group (2023) ma’lumotlariga ko‘ra esa phishing hujumlari soni ortib bormoqda va bunda inson
omili asosiy zaif nuqgta bo‘lib golmoqda.

Mazkur tadqiqotda ushbu manbalar asosida tahliliy yondashuv qo‘llanildi. Dastlab,
mavjud ilmiy va amaliy hisobotlar o‘rganilib, phishing va spear-phishing hujumlarining ishlash
mexanizmlari hamda ularning farqli jihatlari tahlil qilindi. Shundan so‘ng, ushbu hujumlarni
aniqlash va oldini olish usullari umumlashtirildi, jumladan, foydalanuvchi xabardorligini
oshirish, elektron pochta filtrlash tizimlari va autentifikatsiya mexanizmlarining samaradorligi
baholandi.

Natijalar va muhokama

Tahlillar natijasida phishing va spear-phishing hujumlari o‘rtasida sezilarli farq
mavjudligi aniqlandi. Xususan, spear-phishing hujumlari maqsadli va shaxsiylashtirilganligi
sababli yuqori samaradorlikka ega (Proofpoint, 2023). Verizon (2022) hisobotiga ko‘ra,
kiberhujumlarning katta qismi aynan phishing orqali boshlanadi va bunda
foydalanuvchilarning ehtiyotsiz harakati muhim omil hisoblanadi.

Muhokama jarayonida aniqlanishicha, texnik himoya vositalari muhim bo‘lsa-da, inson
omili eng zaif bo‘g'in bo'lib qolmoqda. Anti-Phishing Working Group (2023) ma’lumotlari
foydalanuvchilarni o‘qitish va xabardorlikni oshirish phishingga qarshi kurashda samarali
choralar ekanligini ko‘rsatadi. Shu sababli, ushbu tahdidlarga qarshi kurashishda kompleks
yondashuv zarur.

Xulosa

Mazkur tadqiqot phishing va spear-phishing hujumlari zamonaviy kiberxavfsizlik
sohasida muhim tahdid ekanligini ko‘rsatdi. Tahlillar natijasida spear-phishing hujumlari
o‘zining magqsadli va shaxsiylashtirilgan xususiyatlari tufayli oddiy phishingga nisbatan
xavfliroq ekani aniglandi.

Shuningdek, ushbu hujumlarning muvaffaqiyatida inson omili muhim rol o‘ynashi, ya’ni
foydalanuvchilarning yetarli darajada xabardor emasligi asosiy muammo ekanligi kuzatildi.

Xulosa qilib aytganda, phishing va spear-phishingga qarshi samarali kurashish uchun
texnik himoya vositalari bilan bir gatorda foydalanuvchilar bilim va ko‘nikmalarini oshirishga
qaratilgan kompleks yondashuv zarur.
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