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Introduction. The Proposed Encryption Standard (PES) is an iterated block cipher
designed by Lai and Massey in 1990 [5], and this algorithm is based on the Lay-Messi scheme.
PES is a 64-bit block cipher, using a 128-bit key. PES iterates 8 similar rounds plus an output
transformation (that is treated as a half round). The International Data Encryption Algorithm
(IDEA) is a 64-bit block cipher, using a 128-bit key, designed by Lai, Massey and Murphy in
1991 (see [6]). It is an evolution of PES. IDEA is a candidate block cipher [8] to the NESSIE
Project [9]. NESSIE is a project within the Information Societies Technology (IST) Program of
the European Commission. The block ciphers IDEA and PES use three group operations:

addition modulo 216, represented by EE, bitwise exclusive-or, denoted @, and multiplication

modulo 2° +1, denoted ®, with the exception that 2*° is interpreted as 0.

Main body. The IDEA NXT block encryption algorithm is based on the extended Lai-
Massey scheme developed by P. Junod, S. Vaudenay. Later, the IDEA NXT algorithm came to be
known as FOX [9]. Using the structure of the PES block encryption algorithm, created
networks with round function PES4-2, PES8-4, PES32-16 and PES2Zm-m [1-6].

In this article based on the structure encryption algorithm PES developed network
EPES16-4 (extended PES) was developed, which consists of sixteen subblocks and four round
functions.

Network structure. In the proposed network EPES16-4, the operations ® (mul), B
(add) Ba @ (xor) can be used as operations zo, z1, Z2, z3. Here ® — multiplication of 32 (16, 8)

bit blocks by module 2% +1(2"° +1 2° +1) HH- addition of 32 (16, 8) bit blocks by module 2%

(216, 28) and @ - addition of 32 (16, 8) bit blocks by XOR. It is possible to create block
encryption algorithms with a block length of 512 bits when the length of the subblocks of the
network is 32 bits, 256 bits with a block length of 16 bits, and 128 bits with a block length of 8
bits.
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In the network EPES16-4 the length of round keys KZO(H), KZO(H)“,..., Kzo“*l)*lf’, i=1.n+1jg

equal 32 (16, 8) bits. The length of round keys KZO(H)%, KZO(H)*”, KZO(H)*“’, i=1..1n js not

)

requested to be equal to 32 (16, 8) bits. The encryption formula of the network is given in
formula (1), and the functional scheme is shown in Figure 1, and the round functions
described in the formula

Ti0 =k (((x& (Zo) Kzo(H)) ® (xi44 (Zl) K20(i71)+4 )@ ((Xis—l (Zz ) KZO(i—l)+8) ® (xil—zl (23) K20(i—1)+12 ) K20(i—l)+16)
Ti1 =k (((Xil—l (Zo) Kzo(i—1)+1) ® (Xi5—1 (Zl) Kzo(i—1)+5)) ® ((xig—l (Zz ) K20(i—1)+9) ® (xil_31 (Zs) KZO(i—1)+13))’ Kzo(i—1)+17)
Ti2 =F, (((Xi271 (Zo) K20(i—1)+2) ® (xiﬁ—l (21) K20(i—1)+6 )@ ((x|l£)1 (Zz ) K20(i—l)+10) ® (Xil—41 (Zs ) K20(i—l)+14))’ KZO(i—1)+18)
Tis = F3 (((xi?’—l ( Z, ) KZO(i—1)+3) ® (xi7—l (21) K20(i—l)+7 )@ (X |l—ll (Zz ) KZO(i—1)+11) D (X |1f1 (23) K20(i—1)+15))! K20(i—l)+19)
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Figure 1. The scheme of network EPES16-4
X{ = (X (2) Ky OT OT T ST
Xi = (X1 (2)Kygiys) T O T @ T
X7 = (X1 (2)Kygays) OT O T
X7 = (X{1(2)Koogayer) O T
X = (X21(2)Kyop)) OT T @ T ST
X; = (X{1(29)Koppy) O @T OT
XP = (XZ1(26)Kygayer) OT O T
X! = (X21(26) Koggiayea) ® T
X = (XiA(25)Kopin2) T @ T OTZ OT?
X! = (XE(2)Kyppys) OT T OT?
1= (XEU(2)K gy T T
= (X5(2) Koo ayas) O T
X* =(Xifl(zz)K20(ifl)+8)(-BTi eT'@T*@T?
= (XP1(2,)Kyg1y.0) OT  OT O T
Xi* = (X{0(2,) Koo ayro) O T @ T
= (Xi4(2)Kog(iay ) O T i=1.n

X1 = (X3 (20)Kyon)
X = (X3(20) Koop,a)
X = (X7 (26)Koon,)
X = (X3 (29)Kign,3)
Xoa = (X3 (2)Koop.s)
X1 = (X7(2)Ksgn,s)
Xoa = (X3 (2)Kogn.6)
Xoa = (X7 (2)Kpon.7)
Xoa = (X5 (25)Kaon.s)
X = (X3 (2,)Koonso)
X = (X3 (2,)Kn.20)
X = (X5 (2,)Kon21)
Xaa = (X" (2)Kopero)
Xaa = (X3*(25)Kognaa)
X = (X5 (25)Kon.20)
X = (X3 (23)Koop,a)

5

, in the output transformation
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0
Xi—l and xi{l’ Xil—l and xisfl, xi271 and

In W transformation in each round the subblocks

6 3 7 8 12 9 13 10 15
Xi—l, X% and Xi-l, X1 and Xi—l, X1 and Xi—l, Xt and X3 will be

switched. Based on the replacement of subblocks, each variants of networks EPES16-4 can be
build. The networks represented in fig.1 accept as first variants,

14 11
X i—l’ X i-1 and

0 4 1 5 2 6 8 12 9 13
- only subblocks Xia and Xifl, Xia and XH, Xia and XH, Xia and XH, Xia and XH,
XS XM i1
it and “Vi+1, 1 =1..N replaced, as second variant (Fig. 2),
X? X* o Xt X3 X8 X2 x?® XB i
- only subblocks 7'it and i1, it and 7, it oand i, it ognd i 1=1..n

replaced, as third variant (Fig. 3),

X 0 X 4 X 8 2 . —
- only subblocks “*i-t and “'i-t, “'i-t and it | =1.n replaced, as fourth variant (Fig. 4),

- subblocks is not replaced, as fifth variant (Fig. 5),

1 5 2 6 3 7 9 13 10 14
- only subblocks Xis and Xifl, X and XH, X and XH, Xis and XH, Xis and XH,
Xll X15 ; —_—
i1and i1, 1 =1..N replaced, as sixth variant (Fig. 6),
2 6 3 7 10 14 11 15 —_—
- only subblocks Xis and XH, Xis and XH, Xis and XH, Xis and XH, I=1..n

replaced, as seventh variant (Fig. 7),

X 3 X 7 X 11 X 15 _—
- only subblocks ‘it and "1, 7t and i1, 1 =1..N replaced, as eighth variant (Fig. 8).
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Fig.2. Second variant of network EPES16-4
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Fig.3. Third variant of network EPES16-4
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Fig.4. Fourth variant of network EPES16-4
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Fig.5. Fifth variant of network EPES16-4
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Fig.6. Sixth variant of network EPES16-4
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Fig.7. Seventh variant of network EPES16-4
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Fig.8. Eighth variant of network EPES16-4
The encryption process in variants 2-8 are similar to (1), only

3 7 11 15
- in the second variant, X and X; Xi and X; values,
2 6 3 10 14 11 15
- in the third variant, X and X; X' and X X and Xi X; and X; values,
1 5 2 6 3 7 9 13 10 14
- in the fourth variant, Xi and xi, X and xi, X and xi X and X , X and X; ,
Xll Xl5
i and “Vi wvalues,
X? Xi X XP X? XP X7 Xi X{ X2 X!
- in the fifth variant, ”'i and i and i i and i and i and 7, i
13 10 14 11 15
and X ) X and X; , X; and X; values,
0 8 12
- in the sixth variant, X; and X X' and X; values,
0 1 5 8 12 9 13
- in the seventh variant, X; and X X' and X; X' and X; X' and X; values,
4 1 5 2 6 8 12 9 13
- in the eighth variant, Xy and Xi X' and Xi X' and Xi X' and Xi X' and Xi ,

10 14
X; and X; values are switched.

Keys generation. In " ~rounded EPES16-4 network, in each round applied 20 round
keys and in the output transformation applied 16 round keys, i.e. the total number of round

keys is 20n+16 1 encryption, the basis of key K generating encryption round keys Ki .

d c

Decryption round keys Ki are created based on encryption round keys Ki . In encryption

process in Figure 1 and formula (3), uses an encryption round key Ki instead of Ki and
d

decryption process uses a decryption round key Ki , i.e. a single algorithm is used for

encryption and decryption, only the order of the round keys. The n-round EPES16-4 network
in all variants The first, second and n-round decryption round keys are associated to the
encryption round keys as follows:

d d d d d d d d d
(K20(| -1y K20(i71)+1’ KZO(i—l)+2! K20(i—l)+3’ K20(i—1)+4' K20(i—1)+5’ K20(i—1)+6’ KZO(i—l)+7’ K20(i—1)+8' K20(i—1)+9’

d d d d d d d d d
KZO(i ~1)+10" K20(i —1)+117 KZO(i—l)+12’ K20(i—1)+13' K20(i—1)+14’ K20(i—1)+15' K20(i—1)+16’ K20(i—1)+17’ K20(i—1)+181

d
K20(|—1)+19) ((Kzo(n |+l)) (K20(n |+1)+1) (Kzo(n |+1)+2) (Kzo(n |+1)+3)ZO (Kzo(n |+l)+4) '

(KZO(n |+l)+5)Zl (Kzo(n |+1)+6)Zl (K20(n |+1)+7)Zl (Kzo(n |+1)+8)Zz (KZO(n |+l)+9)ZZ (K20(n |+1)+10)ZZ’

(KZO(n |+l)+11) (Kzo(n |+1)+12) (KZO(n |+1)+13) (Kzo(n |+1)+14) (Kzo(n |+1)+15) 20(n i)+16?

C Cc C
KZO(n—i)+17' KZO(n—i)+187 K20(n—i)+19)1 I=1..n (2)

If zo, z1, Z2, z3 applied as ® operations, then K= K_l, H operations are applied, then
K =-K and ® are applied, then K=K here K™ - multiplication inversion K by modulo

%41 (2°+1,2° +1), - K- additive inversion K by modulo 2% (2'°,2%). For 32 bit numbers

a1 32 -1 16
K®K™=1mod2®+1) 15 pit K®K™=1mod2™ +1) g pj

numbers numbers

K®K™=1mod(2°+1) , .4 - K H K =0, K&K =0,
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The decryption round keys of the output transformation are associated with encryption
round keys as follows:

(KSOFI ! K;0n+l’ K30n+21 KgOn+31 K30n+4’ K30n+5' K30n+6’ K30n+7' K§0n+8' K§0n+9' K§0n+10’ K§0n+11' K§0n+12’

K onaas Kaoniaas Kaonas) = ((Kg) ™ (KE) ™, (K5) ™, (K5) ™ (K§)™, (Kg)™, (Kg) ™, (K7) ™, (Kg)™,

(Kg)™ (Ki) ™, (Kiy) ™, (K3) ® (K) ™ (Kg) ™ (Kis) ™).

(2)

Results. In article on the basis of the encryption algorithm PES and the extended Lai-
Massey scheme developed network SREPES8-2. In developed network as round function can
choose any transformation, including one-way functions. Because when decryption no need to
calculate inverse round functions. The advantage of the developed networks is that the
encryption and decryption using the same algorithm. It gives comfort for creating hardware
and software-hardware tools.

In addition, as the round function using the round function of the existing encryption
algorithms for example, encryption algorithms based on Feistel networks, you can develop
these algorithms on the basis of the above networks.
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