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Intrusion detection systems (ADS)
are software or hardware systems that
automate the process of monitoring and
analyzing events occurring in a computer
system or network for signs of security
problems. As the number of network
attacks has increased and over the past few
years, intrusion detection systems have
become a necessary addition to the
security infrastructure of many
organizations. This guidance document is
intended as a primer on intrusion
detection, designed for those who need to
understand what security objectives are
served by intrusion detection mechanisms,
how to select and configure intrusion
detection systems for specific system and
network environments, how to managing
the output of intrusion detection systems
and how to integrate intrusion detection
with the rest of the organization's security
infrastructure.  References to  other
resources are also provided for the reader
who is specialized or requires more

An intrusion detection system is a software or hardware
tool designed to detect unauthorized access to or control
of a computer system or network, mainly via the Internet.
Today, there are several types of IDS that differ in their
monitoring and analysis methods. Each approach has its
own advantages and disadvantages. In addition, all
approaches can be described from a general point of view.

detailed advice on specific issues of
identifying aggression.

2. General description of attack
detection systems:

2.1. What is access detection?

Intrusion detection is the process of
monitoring events that occur on a
computer, defined as attempts on a system
or network, analyzing them for signs of an
attack to violate privacy, integrity,
availability, or bypass security computer or
network mechanisms. Attacks occur as a
result of attackers entering systems from
the Internet, authorized users of systems
who try to gain additional privileges not
authorized for them, and improper use of
privileges granted to them by authorized
users. Intrusion Detection Systems (ADS)
are software or hardware products that
automate this monitoring and analysis
process.

2.2. Why should I wuse intrusion
detection systems?

Attack detection
organizations to protect their systems from

enables
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threats that come with increased network
connectivity and reliance on information
systems. Given the level and nature of
modern network security threats, the
question for security experts is not
whether to use intrusion detection, but
which intrusion detection features and
options to use. ADS is an infrastructure that
is accepted as a necessary addition to the
security of every organization. Despite the
documented contributions, intrusion
detection technologies still need to justify
the purchase of ADSs in many
organizations to ensure system security.
There are several compelling reasons to
acquire and use ADSs:

1. Deter problematic behavior by
increasing the risk of detection and
punishing those who attack or otherwise
abuse the system.

2. Security measures to detect attacks
and other security breaches that cannot be
prevented by others.

3. Identifying and solving the
precursors of attacks (usually experienced
as such

network probes and other "doorknob
knocking" activities).

4. Documenting the existing threat to
the organization.

5. Act as quality control for security
design and management, especially large
and complex enterprises.

6. Enables fast and reliable reporting
of  vulnerabilities, providing useful
information about ongoing
improved diagnostics, recovery and root
cause correction.

attacks,

However, in the real world this
rarely happens due to our reliance on
commercial software, where flaws and
vulnerabilities are discovered every day.
Given this situation, Attack Detection can

be a very good approach to system
protection. ADS can detect when an
attacker has infiltrated a system using an
unpatched or unpatched flaw. In addition,
it can play an important role in protecting
the system by administrators who can
contain and recover from any damage
caused by an attack on the system. It is
preferable to ignore network security
threats where this allows attackers to
continue to gain access to systems and the
data they contain. Detection of precursors
to attacks (probes and other tests for
existing vulnerabilities, often as a
network). When adversaries attack a
system, they usually do so in predictable
stages. The first stage of an attack is usually
to probe or probe the system. In systems
without ADS, an attacker can scan the
entire system with little risk of detection.
Given this unrestricted access, a
determined attacker will eventually find a
vulnerability in such a network and exploit
it to gain access.

The same network as ADS, which
controls its activity, offers many things.
Although an attacker can investigate for
network vulnerabilities, ADS monitors
probes, identifies them as suspicious, can
actively block the attacker's access to the
target system, and then alerts security
personnel who can take appropriate action
to block the attacker's further access
actions to do. Even the presence of an
attacker's response to network probing
increases the level of risk the attacker
perceives, which deters further attempts to
target the network.

Documenting an existing threat:
When you're budgeting for network
security, it's often helpful to substantiate
claims that the network is likely to be
attacked, or even that it is currently under
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attack. In addition, understanding the
frequency and characteristics of attacks
allows us to understand what security
measures are appropriate to protect the
network from these attacks. ADSs
investigate, classify, and characterize
external and internal threats to your
organization's network, helping you make
the right decisions.

The way ADSs are used is important
because many people are interested in
letting the wrong person (stranger or

www.in-academy.uz

insider) access their network. In addition,
ADSs allow you to make informed security
strategy decisions about the source and
nature of attacks.

Quality control for security design
and management: As ADSs operate over a
period of time, system usage patterns and
problems can be identified. It can highlight
flaws in the design, and security
management for the system in a way that
supports security management to fix those
flaws before an incident occurs.
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