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Tahdid deganda kimlarningdir manfaatlariga ziyon yetkazuvchi ro‘y berishi mumkin
bo‘lgan voqea ta’sir, jarayon tushuniladi. Axborotga yoki axborot tizimiga salbiy ta’sir etuvchi
potentsial ro‘y berishi mumkin bo‘lgan vogea yoki jarayon axborot munosabatlari sub’ektlari
manfaatlariga qaratilgan tahdid deb yuritiladi.

Insayder tahdidlar tashkilot ichidan kelib chiqadi va qasddan yoki tasodifiy bo'lishi
mumkin. Tashkilot tizimlari va ma’lumotlariga ruxsati bo‘lgan xodimlar, pudratchilar yoki
biznes hamkorlar o‘z kirish imkoniyatlaridan qasddan yomon magsadlarda, masalan,
moliyaviy daromad olish yoki tizimlarni sabotaj qilish uchun ma’lumotlarni o‘g‘irlash uchun
foydalanishi mumkin. Tasodifiy insayder tahdidlar xodimlar beixtiyor zarar etkazganda,
ko'pincha xavfsizlik siyosati yoki tartib-qoidalarini bilmaslik tufayli yuzaga keladi.

Tashqi tahdidlar tashkilotdan tashqaridan keladi va odatda zararli xarakterga ega.
Ularga individual xakerlardan tortib uyushgan kiberjinoyatlar sindikatlari va milliy
davlatlargacha bo'lgan keng doiradagi aktyorlar kiradi. Umumiy tashqi tahdidlarga
quyidagilar kiradi:

Hackerlar turli sabablarga ko'ra tizimlarga ruxsatsiz kirish huquqiga ega bo'lgan
shaxslar, jumladan moliyaviy daromad, josuslik yoki obro'sizlik.

Kiberjinoyatchilar to'lov dasturi, fishing yoki ma'lumotlarni o'g'irlash orqali moliyaviy
daromad olish uchun kiberjinoyat bilan shug'ullanadigan shaxslar yoki guruhlar.

Zararli dasturiy ta'minot, zararli dasturlarning qisqartmasi, har ganday
dasturlashtiriladigan qurilma, xizmat yoki tarmoqqa zarar etkazish yoki ulardan foydalanish
uchun mo'ljallangan keng doiradagi dasturlarni o'z ichiga oladi. Zararli dasturlarning keng
tarqalgan turlariga quyidagilar kiradi:

Viruslar boshga kompyuter dasturlarini o'zgartirish va o'z kodlarini kiritish orqali

ko'payadigan dasturlar.
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ljtimoiy muhandislik tahdidlari ijtimoiy muhandislik odamlarni oddiy xavfsizlik tartib-
qoidalarini buzish uchun manipulyatsiya qilish uchun inson xatti-harakatlaridan foydalanadi.
Umumiy ijtimoiy muhandislik taktikalariga quyidagilar kiradi:

Fishing odamlarni aldash uchun ishonchli manbadan kelgan ko‘rinadigan soxta
elektron xatlar yoki xabarlarni yuborish.

Spoofing shaxsni maxfiy ma'lumotlarni oshkor qilishga ishontirish uchun yolg'on skript

yaratish.

Denial of Service (DoS) va Distributed Deial of Service (DDoS) hujumlari. DoS va DDoS
hujumlari xizmatni bir nechta manbalardan kelgan trafik bilan haddan tashqari yuklash orqali
uni mavjud bo'lmagan holga keltirishga qaratilgan. DoS hujumlari odatda bo'lsa-da

Har xil turdagi tahdidlarni tushunish keng qamrovli xavfsizlik strategiyalarini ishlab
chigish uchun zarurdir. Tashkilotlar ushbu tahdidlar bilan bog'liq xavflarni samarali
kamaytirish uchun texnik nazorat, siyosat va foydalanuvchilarni o'qitishni birlashtirgan holda
xavfsizlikka qatlamli yondashuvni qo'llashlari kerak.

Axborot xavfsizligi sohasida tahdid modeli - bu axborot tizimining xavfsizligiga potensial
tahdidlarni aniqlash, baholash va yumshatish uchun ishlatiladigan tizimli yondashuv. Bu erda
tahdid modellarining asosiy komponentlari va turlari.

Tahdid
modellari
turlari
DARAXT
STRIDE DREAD PASTA HUJUMI

YUZAKI
C'I<-|“A_\:_N TAHLIL DFD
HUJUMI

1-rasm. Tahdid modellari turlari

Tahdid modellarini biri bu STRIDE model modeldir ushbu modelni tahdidlarni
modellashtirish vositalaridan bir Microsoft Threat Modeling Tool da ko’rib chigamiz.
Microsoft Threat Modeling Tool juda yaxshi bajaradigan vositalardan biri bu xavfsiz dasturiy
ta’'minotni ishlab chiqish jarayonlari va ishlab chiqish jarayonida xavfsizlik hagida o‘ylash
uchun tizimli yondashuvlardir. Linux UID, parol dasturi, foydalanuvchi o‘z parolini o‘rnatish
uchun oddiy tahdid modeli yaratildi. Foydalanuvchiga bo‘lishi mumkin bo‘lgan tahdid bu
hujumchi tomonidan o'z parollarini yangi parol va parol buyrug’l bilan almashtirib qo’yishdir.
Threat Modeling Tool da STRIDE modelini tuzish bosqichlari. Birinchi gadamda uskunalar
panelida yangi oyna ochiladi va Human User ni qo‘shamiz bunda nomiga o‘zgartirish kiritib
Foydalanuvchi deb qayta nomlandi, 2-rasmda shu oyna ko‘rsatilgan.

Volume 2, Issue 6, June 2024 Page 64



https://sjifactor.com/passport.php?id=23542

CENTRAL ASIAN JOURNAL OF ACADEMIC

Human User
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2-rasm. Human Userni qayta nomlash
Keyingi qadamda qilinadigan ish bu STRIDE modeli uchun kerak bo‘ladigan Native
Application qo‘shish bu jarayaon 3- rasmda keltirilgan.

[ .
- ﬂ-_! Generic Process
H

D Kernel Thread
D Mative Application

3-rasm. Native Application qo‘shish

4- rasmda Native Application /bin/password ga o‘zgartirildi. Ushbu oynada bir nechta
bo‘limlar mavjud jumladan oldindan belgilangan statik atributlar (Predefined Static
Attributes) konfiguratsiya gilinadigan atributlar (Configurable Attributes).

Native Application

Mame /bin/password

/hin/ Qut Of Scope O

password

Reason For Out Of Scope

Predefined Static
Attributes

Code Type Unmanaged

Configurable Attributes

As Generic Process

Running As Mot Selected e
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Accepts Input From Mot Selected e
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Authentication Mechanism g -
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4-rasm. Native applicationni qayta nomlash
Modelni attributlarini bir biriga bog‘laymiz Genetic data flow yordamida ular o‘zaro
bog‘landi va Genetic Trust Border Boundary attributi qo‘shiladi. Ushbu bosqich 4-rasmda

ko‘rsatilib o‘tilgan.
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5-rasm. Genetic trust border boundary atributi qo‘shilishi

Element Properties I x

Generic Trust Border
Boundary

Mame UID ni o'rnatish

Trust Boundary Area

Add MNew Custom Attribute

6-rasm. Genetic trust border boundary attributi qayta nomlash

Element Properties oynasida File system ushbu oynada gayta nomlandi. Atributni
konfiguratsiyasini to‘g‘rilash oynasi mavjud bunda fayl tizimini turlarini o‘zgartirish mumkin
boladi. Tayyorlangan tahdid modeli uskunalar panelidan View dan Analysis View orqali
yaratilgan modeli tahdidlar ro‘yhatini ko‘ramiz. 7-rasmda yaratilgan UID ni paroliga bo‘lishi
mumkin bo‘lgan tahdid modeli yaratildi va ushbu rasmda ko‘rsatilgan model hosil bo‘ldi.

Foydalanuvehi

—
Parelni o'rnatish

> [etc/shadow

hashni saglash

7-rasm. Tahdid modeli
Hosil gilingan modelda aniqlangan tahdidlarni 8-rasmda ko‘rishimiz mumkin. Jami 12
ta tahdid keltirib o‘tilgan.
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D~ Diagram Changed By ~ LastModified  State v Title * Category  * Description ¥ lustification * Interaction  * Priority
0 Diagram 1 Generated Nt Started Spaofing of De... Spoofing /etc/shadow... hashnisaglash  High
1 Diagram 1 Generated Nt Started Potential Exces... Denial Of Servi.. Does /bin/pass.. hashnisaglash  High
2 Diagram 1 Generated Nt Started Spoofing the /... Spoofing /bin/password... Parolni o'matish  High
3 Diagram 1 Generated Not Started Spoofing the F... Spoefing Foydalanuvchi... Parolni o'matish  High
4 Diagram 1 Generated Not Started Potential Lack.. Tampering Data flowing a... Parolni o'matish  High
5 Diagram 1 Generated Nt Started Potential Data... Repudiation /bin/password... Parolni o'matish  High
6 Diagram 1 Generated Nt Started Data Flow Sniff... Information Di... Data flowing a... Parolni o'matish  High
7 Diagram 1 Generated Nt Started Potential Proc... Denial O Servi... /bin/password... Parolni o'matish  High
g Diagram 1 Generated Not Started Data Flow Paro... Denial Of Servi... An extemal ag.. Parolni o'matish  High
9 Diagram 1 Generated Not Started Elevation Usin...  Elevation Of Pr... /bin/password... Parolni o'matish  High
10 Diagram 1 Generated Not Started /bin/passwerd... Elevation Of Pr... Foydalanuvchi... Parolni o'matish  High
" Diagram 1 Generated Nt Started Elevation by C... Elevation Of Pr.. An attacker m.. Parolni o'matish  High
12 Diagram 1 Generated Nt Started Cross Site Req...  Elevation Of Pr.. Cross-site requ... Parolni o'matish  High

8-rasm. Aniqlangan tahdidlar ro‘yhati
Diagram1 da ID 1 uchun /bin/password yoki /etc/shadow resurslar sarfini nazorat
qilish uchun aniq choralar ko‘rish tavsifi berilgan. Resource consumption hujumlari murakkab

bo‘lishi mumkin va ba’zi hollarda OS ishni bajarishiga ruxsat beradi.
D: 1 Diagram: Diagram 1 Status: | Not Started v Last Modified:  Generated

Title: Potential Excessive Resource Consumption for /bin/password or /etc/shadow

Category:  Denial Of Service »

Does /bin/password or /etc/shadow take explicit steps to contrel resource consumption? Resource consumption attacks can be hard to deal with, and there are times that it makes sense to let the 05 do the

Description: job. Be careful that your resource requests don't deadlock, and that they do timeout.

Justification:

Interaction: |hashni saglash

Priority:  High v
9-rasm. Diagram 1 gatoridagi tahdid tavsifi
9-rasmda Parol /bin/password tajovuzkor tomonidan soxtalashtirilgan bo'lishi
mumkin, bu esa maxfiy ma’lumotlarning oshkor etilishiga olib keladi. Magsadli jarayonni
aniqlash uchun standart autentifikatsiya mexanizmidan foydalanishni ko‘rib chiqish haqida
ogohlantirish berilgan.

Threat Properties 1
ID: 2 Diagram: Diagram 1 Status: | Mot Started - Last Modified:  Generated

Title: |Spocfing the /bin/password Process

Category: | Spoofing
Description: /bin/password may be spoofed by an attacker and this may lead to information disclosure by Foydalanuvchi. Consider using a standard authentication mechanism to identify the destination process.
Justification:
Interaction: | P2rolni o'matish

Priority: | High v

-10-
rasm. ID 2 ustundagi tahdid xususiyatlari

Keyingi tahdidlar tavsiflarida /bin/password ga tajovuzkor tomonidan ruxsatsiz
kirishga olib kelishi mumkin deb ogohlantiradi. Tashqi obyektni aniglash uchun standart
autentifikatsiya mexanizmidan foydalanishni ko‘rib chiqish eslatildi.

Parolni o‘rnatish orqali o‘tadigan ma’lumotlar tajovuzkor tomonidan o‘zgartirilishi
mumkin. Bu /bin/password-ga xizmat ko‘rsatishni rad etish hujumiga, /bin/password-ga
imtiyoz hujumining kuchayishiga /bin/password dagi ma’lumotlarning oshkor etilishiga olib
kelishi mumkin. Kirish ma’lumotlarining kutilganlarga mos kelishini tekshirmaslik ko‘p sonli
foydalanish mumkin bo‘lgan muammolarning asosiy sababidir. Barcha yo‘llarni va
ma’lumotlarni qanday qayta ishlashni ko‘rib chiqish tavsiya etildi. Tasdiglangan ro‘yxatga
kirishni tekshirish usulidan foydalangan holda barcha kiritilgan ma’lumotlarning to‘g'riligi
tekshirilganligiga ishonch hosil gilinadi.
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Threat Properties 1x
ID: 4 Diagram: Diagram 1 Status: Mot Started ¥ Last Modified:  Generated

Title:  Potential Lack of Input Validation for /bin/password

Category: | Tampering ¥
Data flowing across Parolni o'matish may be tampered with by an attacker, This may lead to a denial of service sttack against /bin/ password or an elevation of privilege attack against /bin/password or an
Description:  information disclosure by /bin/password, Failure to verify that input is as expected is a root cause of a very large number of exploitable issues. Consider all paths and the way they handle data, Verify that all
input is verified for correctness using an approved list input validation approach.
Justification:

Interaction; | Parolni o'matish

Priority: |High ¥

11 -rasm ID 4 ustundagi tahdid xususiyatlari

/bin/password ishonch chegarasidan tashqaridagi manbadan ma’lumotlarni
olmaganligini bildiradi. Qabul gilingan ma’lumotlarning manbasini, vaqtini va xulosasini yozib
olish uchun jurnal yoki auditdan foydalanishni o‘ylab ko‘rish tavsiya etiladi.

Threat Properties 1y
ID:'5  Diagram: Diagram 1 Status:  Not Started V Last Modified:  Generated
Title, |Potential Data Repudiation by /bin/password
Category: | Repudiation ¥
Description: /bin/passward claims that it did not receive data from a source outside the trust boundary, Consider using logging or auditing to record the source, time, and summary of the received data,
Justification:

Interaction: |Parolni o'matish

Priority:  High ¥

12 -rasm. ID 5 ustundagi tahdid xususiyatlari

Parolni o‘rnatish orqali o‘tayotgan ma’lumotlar tajovuzkor tomonidan to‘xtatilishi
mumkin. Buzg‘unchi o‘qiy oladigan ma’lumotlar turiga garab, u tizimning boshqa qismlariga
hujum qilish yoki oddiygina ma’lumotni oshkor qilish uchun ishlatilishi mumkin, bu esa
tartibga solish buzilishiga olib keladi. Ma'lumotlar oqimini shifrlash tavsiya etiladi.

ID: 6 Diagram: Diagram 1 Status: | Not Started v Last Modified: ~ Generated
Title: |Data Flow Sniffing

Category: |Information Disclosure ¥
.. |Data flowing acrass Parolni o'matish may be sniffed by an attacker. Depending on what type of data an attacker can read, it may be used to attack other parts of the system or simply be & disclosure of
Description: \ P
information leading to compliance violations. Consider encrypting the data flow.
Justffication:

Interaction: | Parolni o'matish

Priority: |High ¥
13-rasm. ID 6 ustundagi tahdid xususiyatlari
/bin/parol ishdan chigadi, to‘xtaydi yoki sekinlashadi, barcha hollarda mavjudlik ko‘rsatkichi

buziladi.
o 7 Diagram: Diagram 1 Status: |Mot Started e

Title: |Potential Process Crash or Stop for /bin/password

Category: | Denial Of Service ¥

Description: |/ bin/password crashes, halts, stops or runs slowly; in all cases vielating an availability metric,

Justification:

Interaction: |Parolni o'rnatish

Priority: |High *

14-rasm. ID 7 ustundagi tahdid xususiyatlari

Buzg‘unchi istalgan yo‘nalishda ishonch chegarasi bo‘ylab ma’lumotlarni uzatishni
to‘xtatadi. /bin/password qo‘shimcha imtiyozlarga ega bo‘lish uchun samarali kontekstni

taqlid qilishi mumkin.
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ID: 9 Diagrarm: Diagram 1 Status: | Mot Started -

Title: |Elevation Using Impersonation

Category: | Elevation Of Privilege ¥

Description: /bin/password may be able to impersonate the context of Foydalanuvchi in order to gain additional privilege.

Justification:

——
Interaction: |Parolni o'matish

Prigrity: |High *

15-rasm. ID 9 ustundagi tahdid xususiyatlari
/bin/password da parolga masofadan turib o‘zgartishish mumkin.

ID: 10 Diagram: Diagram 1 Status: | Mot Started e
Title: |/bin/password May be Subject to Elevation of Privilege Using Remote Code Execution

Category: | Elevation Of Privilege *

Description: Foydalanuvchi may be able to remotely execute code for /bin/password.

Justification:

) — -
Interaction: Farelni o'ratish

Priority: |High *~

16-rasm. ID 10 ustundagi tahdid xususiyatlari
Buzg‘unchi o'z xohishiga ko‘ra /bin/password dagi dastur oqimini o‘zgartirish uchun
ma’lumotlarni /bin/password ga o‘tkazishi mumkin.

D: 1 Diagram: Diagram 1 Status: | Mot Started ¥
Title: |Elevation by Changing the Execution Flow in /bin/password

Category: |Elevation Of Privilege ¥

Description: An attacker may pass data into /bin/passwerd in order to change the flow of program execution within /hin/password to the attacker's choosing.

Justification:

Interaction: |Farelni o'matish

Priority: |High *

17-rasm. ID 11 ustundagi tahdid xususiyatlari

Saytlararo so‘rovlarni galbakilashtirish (CSRF yoki XSRF) hujumning bir turi bo‘lib,
buzg‘unchi foydalanuvchi brauzeriga soxta so‘rov yuborish orqali brauzer va sayt o‘rtasidagi
mavjud bog‘lanishdan foydalanadi. Foydalanuvchi A saytiga cookie faylidan hisob qaydnomasi
sifatida kiradi. U B saytiga o‘tadi. B sayti A saytiga xabar yuboradigan yashirin shaklga ega
sahifani qaytaradi. Brauzer foydalanuvchining cookie-faylini A saytiga o‘tkazgani uchun B
sayti endi A saytida istalgan amalni qo‘shishi mumkin. Hujum brauzer tomonidan avtomatik
tarzda tasdiglanadigan har qanday so‘rovlar uchun ishlatilishi mumkin, masalan seans cookie-
fayllari, integratsiyalangan autentifikatsiya va ruxsat etilgan IPlar ro‘yhati. Hujum turli usullar
bilan amalga oshirilishi mumkin, masalan, jabrlanuvchini boshqariladigan saytga jalb qilish.
Buzg‘unchi foydalanuvchini elektron pochtasiga yuborilgan fishing uchun havolaga kirishga
yoki foydalanuvchi tashrif buyuradigan veb-saytni buzishga majbur qiladi. Bu muammoni
server tomonida hal qilish mumkin, buning uchun barcha autentifikatsiya qilingan holatni
o‘zgartirish so‘rovlari fagat qonuniy veb-sayt va brauzerga ma’lum bo‘lgan va SSL/TLS orqali
uzatilganda himoyalangan qo‘shimcha maxfiylik qo‘shishni talab qiladi.
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Threat Properties a

D 12 Diagram: Diagram 1 Status: | Mot Started ¥ Last Modified: Generated
Title: | Cross Site Request Forgery

Category:  |Elevation Of Privilege v

Cross-site request forgery (CSRF or XSRF) is a type of attack in which an attacker forces a user's browser to make a forged request to a
vulnerable site by exploiting an existing trust relationship between the browser and the vulnerable web site, In a simple scenario, a
user is logged in to web site A using a cookie as a credential. The other browses to web site B. Web site B returns a page with a hidder
form that posts to web site A, Since the browser will carry the user's cookie to web site A, web site B now can take any action on web
site A, for example, adding an admin to an account. The attack can be used to exploit any requests that the browser autormatically

Description: |authenticates, e.g. by session cookie, integrated authentication, IP whitelisting, ... The attack can be carried out in many ways such as
by luring the victim to a site under control of the attacker, getting the user to click a link in a phishing email, or hacking a reputable
web site that the victim will visit. The issue can only be resolved on the server side by requiring that all authenticated state-changing
requests include an additional piece of secret payload (canary or C5RF token) which is known only to the legitimate web site and the
browser and which is protected in transit through S5L/TLS. See the Forgery Protection property on the flow stencil for a list of
mitigations.

Justification:

T
Interaction: |Parclni o'rnatish

Priority: [High
18-rasm. ID 12 ustundagi tahdid xususiyatlari

Buzg‘unchi /etc/shadow-ni aldashi mumkin, bu ma’lumotlar /etc/shadow-ga emas,
balki Buzgunchining magqsadli manziliga yozilishiga olib keladi. Magsadli ma’lumotlar
omborini aniglash uchun standart autentifikatsiya mexanizmidan foydalanish talab etiladi.

Xulosa o’rnida shuni aytish joizki axborot xavfsizligida tahdidlarni modellashtirish
vositalari, aksar "tahdid modellashtirish” deb ataladi, bu muhim va murakkab birlashuvli
vositalar majmuasi, xavfsizlik va boshqa muhim infratuzilmalar bilan bog'liq bo'lgan
tahdidlarni aniglash, baholash va boshqarish uchun ishlatiladi. Bu vositalar, odatda, quyidagi
xususiyatlarga ega:

Tahdidlarni aniglash bu vositalar muayyan soha yoki tashkilotga xos tahdidlarni
topishda yordam beradi. Ushbu tahdidlar qurilma, tizim yoki xizmatlarning zaifligi, inson
xatosi yoki kasbkorlik kiritish kabi ko'plab omillarga bog'liq bo'lishi mumkin.

Baholash tahdidlarni modellashtirish vositalari, shuningdek, tahdidning miqdorini va
uning muhimligini baholash imkonini taqdim etadi. Bu, odatda, tahdidning ehtimolini va agar
u ruxsat topgan taqdirda, sodir bo'lishi mumkin bo'lgan zarar hajmini hisobga olib,
baholangan o'xshashlik indeksi yoki boshqga ko'rsatkichlar orqali amalga oshiriladi.

Biroq, tahdidlarni modellashtirish vositalaridan foydalanishda quyidagi muammo va cheklash
uchun o'lchovlar olish kerak:

Muddat va mablag'lar tahdidlarni modellashtirish vositalarini qurish va ulardan

foydalanish uchun ko'p vaqt va mablag'lar talab qilinadi. Bu vositalardan samarali foydalanish
uchun muhandislik va o'quv talab qilinadi, chunki ular ko'p holatda murakkab bo'lib,
muhandislik bilimi talab qiladi. Tahdidlar va zaifliklar doim o'zgarib turadi, shuning uchun bu
vositalar doim yangilanib borishi va o'zgaruvchilikka javobgarlik qilishi kerak.
Xulosa qilib aytadigan bo‘lsak, tahdidlarni modellashtirish vositalari, tashkilotning
xavfsizligini oshirish va tahdidlarga qarshi samarali qo'llab-quvvatlash choralarini
rivojlantirishda muhim rol o'ynaydi. Biroq, bu vositalardan foydalanishda e'tiborli bo'lish va
ularga doim yangilanib borish kerak.
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